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Important Notes

This template is an example of how you can record your DPIA process and outcome. It follows the process set out in the ICO’s DPIA guidance, and should be read alongside that guidance and the Criteria for an acceptable DPIA set out in European guidelines on DPIAs. 

You should start to fill out the template at the start of any major project involving the use of personal data, or if you are making a significant change to an existing process. The final outcomes should be integrated back into your project plan.

As a data controller it is your responsibility to produce a Data Privacy Impact Assessment and consider the risks of your particular project. eHubs are unique in the way they are constructed so no one DPIA can cover every form of eHub.
This is a basic start on some common themes to consider but your IG leads should complete this DPIA

Submitting controller details
	Name of controller
	

	Subject/title of DPO 
	

	Name of controller contact /DPO 
(delete as appropriate)
	



Step 1: Identify the need for a DPIA
	Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

	The purpose is to create a PCN wide “eHub”. An eHub is an at scale approach whereby a dedicated team (of administrators and clinicians), either onsite or remote, receive and processes online consultations on behalf of the PCN member practices. To do this it is necessary for these team members to view and access clinical records and received eConsults from member practices. The expected outcome is to improve the PCNs ability to process online consultation, improve access for patients, utilise the wider ARRS team and to free up appointments at member practices


	Screening Questions
	YES or NO

	Will the project involve the collection of information about individuals? 
	Yes

	Does the project introduce new or additional information technologies that can substantially reveal business sensitive information, specifically: have a high impact on the business, whether within a single function or across the whole business?
	Yes

	Will the project compel individuals to provide information about themselves?
	Yes

	Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information? 
	Yes

	[bookmark: _Hlk531867069]Are you using personal data/special category data about individuals for a new purpose or in a new way that is different from any existing use? 
	Yes

	Does the project involve you using new technology which might be perceived as being privacy intrusive? For example, the use of data to make an automated decision about care.
	No

	Will the project result in you making decisions about individuals in ways which may have a significant impact on them? e.g. service planning, commissioning of new services
	No

	[bookmark: _Hlk531866969]Will the project result in you making decisions about individuals in ways which may have a significant impact on identifiable individuals? i.e. does the project change the delivery of direct care.
N.B. If the project is using anonymised/pseudonymised data only, the response to this question is “No”.
	Yes

	Will the project require you to contact individuals in ways which they may find intrusive?
	No

	Does the project involve multiple organisations, whether they are public sector agencies accessing personal data/special category data i.e. joined up government initiatives or private sector organisations e.g. outsourced service providers or business partners?
	Yes

	Does the project involve new or significantly changed handling of a considerable amount of personal data/special category data about each individual?
	Yes

	Does the project involve new or significantly changed consolidation, inter-linking, cross referencing or matching of personal data/special category data from multiple sources?
	Yes



If any of the screening questions have been answered “YES”, then please continue with the full Data Protection Impact Assessment Questionnaire (below).

If all questions are “NO”, please return the document to the Information Governance Team and do not complete the full Data Protection Impact Assessment.  

Step 2: Describe the processing
	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?

	The basic data flow is:
· Patient accesses practice website
· Patient submits an eConsult to the practice
· A clinician and/or administrator processes the eConsult utilising the patient medication record to inform actions and record outcomes
· The above is either processed by an eHub member or at a GP practice member
The source of the data is via eConsult and the clinical system provider [Enter Clinical system provider]. eConsults are either received via email or via interoperability through the clinical system. This data is in the form of special category data and processed by eConsult as set out in their privacy notice https://econsult.net/nhs-patients/privacy-policy 
Identity and Contact information are held for a maximum of 5 weeks, to enable safe processing, after which they are automatically deleted. eConsult only control and process the Special Category of Data until a patient completes an online consultation, as the information is deleted from their systems as soon as it is sent to the GP practice.

Additional data is shared between practices as set out in the [Data Sharing Agreement Name e.g PCN DSA]. This is in the form of shared clinical records and shared eConsults. This enables clinicians, and named administrators, that work on behalf of the eHub and member practices to process clinical and administrative cases.
The Flow diagram below maps out the flow of data [Delete Diagram as appropriate]
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	Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	The data involved is special category data ie healthcare data. The processing is that of direct patient care. The amount of data collected is dependent on the type of eConsult submitted and how many eConsults are referred or received by the eHub. The content of each eConsult is dependent on the patient’s wishes of what they wish to submit. These eConsults and any additional data entries related to a consultation with a patient are in turn are saved to the medical records of the clinical system supplier [Name of Clinical System Supplier]































	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	The nature of the relationship is that of healthcare providers with patients and is governed by the terms of a GP practice contract with NHS England and/or the PCN DES.
The data is special category data and includes children and vulnerable. 
This type of data processing is well established and not novel although the model of care delivery is (ie the eHub)
All processing is done in accordance with the PCN data protection policy, the NHS Data Protection and Security Toolkit and the Duty of Candour guidance set out by CQC https://www.cqc.org.uk/sites/default/files/20210421%20The%20duty%20of%20candour%20-%20guidance%20for%20providers.pdf




	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for  you, and more broadly? 

	The purpose is that of direct patient care via the online route. This is to enable wider access to patients whilst also providing the ability of GP practices to triage their available capacity. eHub processing also helps widen the use of ARRS roles by operating at scale across a group of practices.


Step 3: Consultation process
	Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?

	All stakeholders in the process were consulted about the model and process flows as part of the transformation process. 
The [practices/PPG/data protection officer/eConsult] were consulted in order to produce the most effective model and process.
eConsult has over 5 years of eHub experience and 10 years of online consultation experience with over 3000 GP practices and has been involved in the transformation process to ensure robust processes and governance.



Step 4: Assess necessity and proportionality
	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	eHub processing is identical to that of any healthcare professional delivering healthcare to patients in the NHS. As such the lawful basis comes under the following articles:
· 6(1)(e) ‘…necessary for the performance of a task carried out in the public interest or in the exercise of official authority…’.
· 9(2)(h) ‘…medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems…’

The processing does achieve the stated aims by providing the full medical record to the treating clinician or processing administrator to close a submitted eConsult.
	Principle From Article 5 (1)
	Assessment of Compliance

	(a) processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’)

	At the point of submission a patient consents to the processing of their medical information by the GP practice and the processing by eConsult. The continued processing of medical information falls under the lawful basis set out above

	(b) (collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’)

	Personal data is processed under the lawful basis of the provision of health care or social care services.

	(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

	Data collected/received is entirely dependent on what a patient chooses to submit in relation to their clinical complaint or query. There is limit of 500 characters to free text questions.

	(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
	The information provided by the patient is real time accurate self-reported symptoms and is therefore not reliant on interpretation and note taking by healthcare team members, such as occurs in a telephone or face to face consultation. eConsults are added to the medical records to ensure contemporaneous notes.

	(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);

	All data is kept an stored in identifiable form with the the clinical systems. Data is stored as long as a patient is registered at participating practices and kept as per NHS guidance Records Management: code of practice. 
For GP records this is 10 years


	(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’)

	Computer equipment is secure and complies with the NHS standard for encryption. 
Clinical systems have access controls to ensure the security of patient data. All staff are trained in data security and all PCN practices are compliant with the Data Security and Protection Toolkit. Each practice has a data protection policy outlining agreed protocols for data extracts and sharing.
[The PCN data sharing agreement outlines responsibilities and processes for eHub and PCN data sharing activities]


	Article 5(2) adds that:
The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).

	All staff are trained in data security and all PCN practices are compliant with the Data Security and Protection Toolkit. Each practice has a data protection policy outlining agreed protocols for data extracts and sharing.
[The PCN data sharing agreement outlines responsibilities and processes for eHub and PCN data sharing activities]
The PCN DPO is [DPO email]





Step 5: Identify and assess risks
	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary.
	Likelihood of harm
Remote, possible or probable
	Severity of harm
Minimal, significant or severe
	Overall risk
Low, medium or high

	With the model proposed some staff at sites may be registered at other practices within the PCN eHub and their records may be accessible by their employer
	Possible
	Significant
	Low

	Excessive eConsults beyond the capacity of the eHub to provide
	Possible
	Significant
	Low

	A patient not registered at a PCN practice submits an eConsult to the practice or eHub
	Possible
	Minimal
	Low

	A patient submits a request just before or after the “changeover” time between eHub and practice resulting in a delay or missed eConsult
	Possible
	Significant
	Low

	A practice assumes an eConsult is completed by the eHub and vice versa resulting in a missed eConsult.
	Possible
	Significant 
	Low

	An eConsult is not acted on in the required time frame
	Possible
	Significant
	Low

	Significant sickness means capacity is suddenly reduced
	Possible
	Significant
	Low

	A laptop with patient data on it is stolen/lost
	Possible
	Significant
	Low

	A cyber security incident compromises a practice or the eHub
	Remote
	Significant
	Low


[NOTE : These are examples and it is your responsibility as a PCN to consider the risks or your particular model to the data and data subjects rights]
Step 6: Identify measures to reduce risk
	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5

	Risk
	Options to reduce or eliminate risk
	Effect on risk
Eliminated reduced accepted
	Residual risk
Low medium high
	Measure approved
Yes/no

	With the model proposed some staff at sites may be registered at other practices within the PCN eHub and their records may be accessible by their employer
	1: Ensure only specific staff have access to eHub records
2: All eHub staff sign a confidentiality agreement
3: All staff are informed that if they are registered at a practice they can apply for a confidentiality policy to be applied to their records
	Reduced
	Low
	

	Excessive eConsults beyond the capacity of the eHub to provide
	A Standard Operating Procedure is agreed in circumstances where capacity is not sufficient. Planning on supply and demand is mapped to minimise this risk
	Reduced
	Low
	

	A patient not registered at a PCN practice submits an eConsult to the practice or eHub
	A process as part of the Standard Operating Procedure provides both practices and eHub with a set response to these requests
	Reduced
	Low
	

	A patient submits a request just before or after the “changeover” time between eHub and practice resulting in a delay or missed eConsult
	The Standard Operating Procedure has an “End of Day Policy” setting out guidance in the run up to these change over times with a built in “buffer” time e.g 30mins
	Reduced
	Low
	

	A practice assumes an eConsult is completed by the eHub and vice versa resulting in a missed eConsult.
	The Standard Operating Procedure will set out a method of marking eConsults as complete or incomplete  to both practice and/ or eHub. This can be with email messaging, staff monitoring or shred appointment books
	Reduced
	Low
	

	An eConsult is not acted on in the required time frame
	The Standard Operating Procedure will contain and escalation process for these events that may include escalation, triaging and messaging to the patient
	Reduced
	Low
	

	Significant sickness means capacity is suddenly reduced
	As above. The Standard Operating Procedure will also contain a Business Continuity Plan. This may include diversion back to practices, eConsult switch off, triaging and messaging to the patient
	Reduced
	Low
	

	A laptop with patient data on it is stolen/lost
	All staff will be trained in Data Protection and have a published compliance with the Data Protection and Security Toolkit(DPST). Laptops will be encrypted and protected with Multifactor Authentication and strong passwords set up via Windows policies
	Reduced
	Low
	

	A cyber security incident compromises a practice or the eHub
	As above. Incidents will be immediately referred to the IG Lead for the PCN/eHub and reported via the DPST. Advice would be sort from the local IT support and communication to the teams/users will occur to limit risk. Part of the Business continuity Plan will include a respose to cyber incidents. Risk will be reduced by ensuring all staff understand cyber risks and vulnerabilities and antivirus/malware software will be updated daily
	Reduced
	Low
	




Step 7: Sign off and record outcomes
	Item 
	Name/position/date
	Notes

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by:
	
	If accepting any residual high risk, consult the ICO before going ahead

	DPO advice provided:
	
	DPO should advise on compliance, step 6 measures and whether processing can proceed

	Summary of DPO advice:

	DPO advice accepted or overruled by:
	
	If overruled, you must explain your reasons

	Comments:

	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments:

	This DPIA will kept under review by:
	
	The DPO should also review ongoing compliance with DPIA
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